
Verillian F O R  L A W  E N F O R C E M E N T  A N D  J U S T I C E

Use AI on case work. Hold evidence that holds up.

CJI is the most scrutinized data you hold. The control has to satisfy the state audit
and the defense attorney, not just the IT team.

220 Ransomware complaints from the Government Facilities sector, the third-most of any

critical-infrastructure sector, behind Critical Manufacturing (258) and Healthcare and

Public Health (238). Government Facilities encompasses the law enforcement

subsector. Source: FBI IC3, 2024 Internet Crime Report.
T H E  E X P O S U R E

CJI in prompts. Criminal histories and case detail pasted into

AI tools with no control between the device and the provider.

Shadow AI on the device. Personal accounts, browser

sessions, and command-line clients on investigator devices

that no gateway or sanctioned product can see.

No chain of custody for AI. No signed record of what an

analyst sent, who ran it, or what was returned, the exact

activity CJIS requires you to log and retain.

W H A T  C H A N G E S  W I T H  V E R I L L I A N

Decision before egress. Policy is enforced at execution,

before content reaches a provider: allow, redact, block, and

fail-closed when uncertain. Redaction of CJI is best-effort,

not a guarantee every value is caught.

Tamper-evident record. Every captured interaction is signed

on the device and hash-chained, so alteration becomes

detectable, verifiable mathematically, independent of vendor

attestation.

Your keys, your record. Content is encrypted under your own

key. Verillian cannot read your content and does not retain

your interactions.

Air-gapped capable. Self-hosted, and operates and verifies

its license without outside connectivity.

Aligned to the rules you answer to

Built for the CJIS Security Policy v6.0, aligned to its audit and accountability requirements and the NIST 800-53

AU controls behind them, and to the handling expectations of 28 CFR Part 23. Aligned, not certified; CJIS

compliance is validated through your agency's state-agency audit. Tamper-evident records of captured interactions,

customer-held keys, one-year CJIS retention, and air-gapped operation, capabilities cloud-only AI tools are not built

to provide.

To scope a pilot on your own infrastructure, under your own keys, name a sponsor

and a technical contact and we will scope the first week.

hello@verillian.ai
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